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Sections 215 and 505 of the PATRIOT Act allow the FBI secretly to access information about
U.S. persons (U.S. citizens and legal permanent residents), including library, medical, education,
internet, television, and financial records, without demonstrating any suspicion that the target is
involved in espionage or terrorism."® Prior to the PATRIOT Act, the personal records of U.S.
persons could only be accessed by the FBI if there were “specific and articulable facts giving
reason to believe that the person to whom the records pertain is a foreign power or an agent of a
foreign power.”'”” The PATRIOT Act dropped this requirement of individualized suspicion.'®®

Moreover, section 215 requests are
considered only by the secret Foreign
Intelligence Surveillance Court (FISC), which
hears the government’s requests ex parte — in
the absence of the target of the search and the
target’s counsel. Prior to the PATRIOT Act,
the FISC could issue orders only for the
records held by a common carrier, public
accommodation facility, physical storage
facility, or vehicle rental facility.'” Bookstore,
library, education, and medical records were
not available through secret processes; any
request for their production could be
challenged in open court. The PATRIOT Act,
however, expands the FISC’s reach to requests
for “any tangible things (including books,
records, papers, documents, and other items),”

THE FOREIGN INTELLIGENCE
SURVEILLANCE COURT

The FISC was established as part of the 1978
Foreign Intelligence Surveillance Act. The
court was originally composed of seven
federal judges, but the number was increased
to eleven under the PATRIOT Act. The Chief
Justice of the U.S. Supreme Court appoints
judges to the FISC for staggered terms.
Because the judges review the FBI’s
surveillance applications ex parte, only the
government can appeal the FISC’s decision to
modify or deny an application. Appeals are
heard by the Foreign Intelligence Court of
Review, a secret court composed of three
semi-retired federal judges.

held by any business.'"°

Section 505 requests are not subject to any judicial oversight. These “National Security
Letters” (NSLs) authorize the FBI to order a telephone company or internet service provider to
disclose the target’s name, address, length of service, and local and long distance billing records.
The FBI may also use NSLs to obtain financial records and information held by consumer credit
reporting agencies (data highly prone to error).''" With no judicial oversight, service providers
are compelled to produce these records solely on the basis of a written declaration by the FBI
director or his designee that the information is sought for an investigation “to protect against
international terrorism or clandestine intelligence activities.”''* Once again, the FBI need no
longer demonstrate suspicion that the individual targeted is involved in terrorism. Finally, both
section 215 and section 505 orders impose a gag on the provider of the records, making it a
crime to reveal that the FBI has seized or searched customer information. Thus, a librarian who
speaks out about being forced to reveal a patron’s book selections can be subject to
prosecution.' "

Because of the secrecy surrounding these surveillance operations, little is known about
how many U.S. persons have been subject to such intrusions. To understand the scope of these
new powers, House Judiciary Committee Chairman James Sensenbrenner (R-WI) inquired in
July 2002 whether section 215 of the PATRIOT Act had been used to access library, bookstore,
or newspaper records and, if so, how many times. The Justice Department refused to answer,
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saying that such information is classified.'" In the meantime, a Freedom of Information Act
(FOIA) request by the ACLU on the implementation of the PATRIOT Act garnered 350 pages of
heavily redacted material.''> The FBI had issued enough NSLs to fill six blacked out pages.''®
(Foreign Intelligence Surveillance Act orders by the secret court, discussed below, filled another
blacked-out page.''")

Many have been outspoken about the potential these new surveillance measures have to
chill freedom of expression and inquiry. As one librarian put it, section 215 of the PATRIOT
Act “conflicts with our code of ethics” because it forces librarians to let the FBI “sweep up vast
amounts of information about lots of people — without any indication that they’ve done anything
wrong.”118 In June 2002, a coalition of librarians, booksellers, and others asked Congress to
reinstate the pre-PATRIOT system of subpoenas subject to judicial review as the method of
obtaining these records.''” Many of these groups also support a bill sponsored by Representative
Bernard Sanders (I-VT) called the Freedom to Read Protection Act (FRPA) (H.R. 1157). The
bill aims to raise judicial and congressional oversight of section 215 activity, and it would
exempt bookstores and libraries from the new catch-all orders requiring the production of
tangible things.'"* Law enforcement officials would still be able to obtain these records, but
would have to get a subpoena to do so, subject to normal judicial scrutiny.'”’ FRPA now has a
bipartisan group of 133 cosponsors in the House.'?

Electronic Surveillance

The Foreign Intelligence Surveillance Act (FISA)'? was passed in 1978 in an effort to constrain
federal wiretapping authority following revelations of widespread abuse in the 1970s.'** Rather
than allowing the executive unfettered discretion to conduct such searches, FISA authorized
counterintelligence agents to wiretap U.S. persons under specific circumstances for the sole
purpose of pursuing foreign intelligence information. Subject to fewer restrictions than wiretap
searches aimed at criminal targets, FISA orders allowed targets to be: surveilled for 90 days (or
up to a year if the target is a “foreign power”);'> kept in the dark about the surveillance unless
and until the FBI initiates a prosecution;'*® and deprived of the ability to see or challenge
government affidavits against them whenever the attorney general maintained that disclosure
would prejudice national security.'”’ Most significant, whereas law enforcement officers
conducting a criminal investigation had to convince a court that there was probable cause to
suspect specific criminal activity to obtain a criminal wiretap warrant,'*® intelligence officials
seeking a FISA order only needed to show the FISC that there was probable cause to believe that
the target is a foreign power or an agent of a foreign power,'” and (if a U.S. person) was
conducting activities which “involve” or “may involve” a violation of U.S. criminal law."*°
Accordingly, FISA orders were available only for “the purpose of” gathering foreign intelligence
information."'
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THE ORIGINS OF FISA: THE 1976 CHURCH COMMITTEE REPORT

FISA was one of the reform measures adopted in response to a 1976 report by the U.S. Senate Select
Committee to Study Governmental Operations with Respect to Intelligence Activities (the Church
Committee).”** The report revealed that on the premise of “national security,” U.S. intelligence
agencies had been carrying out illegal surveillance of domestic organizations, collecting “vast
amounts of information about the intimate details of citizens’ lives and about their participation in
legal and peaceful political activities.”* Although the targets of this surveillance were primarily anti-
war protesters and civil rights activists (including Dr. Martin Luther King, Jr.), they spanned a broad
spectrum of groups, including the Women’s Liberation Movement, the John Birch Society, and the
American Christian Action Council.**

The Church Committee determined that such abuses were an inevitable outgrowth of the
executive branch’s “excessive” power over intelligence activities, which, until then, had been largely
exempted from the normal system of checks and balances.’®® This problem had its roots in the mid-
1930s, when President Franklin D. Roosevelt unilaterally authorized the FBI and other intelligence
agencies to conduct domestic counterintelligence operations — a practice that grew substantially
during the Cold War and during the civil unrest of the 1960s and 1970s. In the latter period, secret
surveillance techniques that had been used against suspected Communist agents began to be applied
against a wide range of domestic groups advocating for peaceful societal change — groups with no
suspected connection to a foreign power.”** The Church Committee warned that the “system for
controlling intelligence must be brought back within the constitutional scheme,”** emphasizing that
“unless new and tighter controls are established by legislation, domestic intelligence activities
threaten to undermine our democratic society and fundamentally alter its nature.”®

Because FISA made the standards for foreign intelligence wiretaps lower than those
constitutionally required for ordinary domestic criminal investigations, courts and the Justice
Department erected a filter (often mischaracterized as a “wall”) between those conducting
domestic law enforcement and foreign intelligence operations.'”” The filter did not prevent
intelligence officials from sharing FISA wiretap information about imminent criminal activity.
Indeed, prior to the PATRIOT Act, the FBI provided monthly briefings to law enforcement on
all counterintelligence investigations in which there were “reasonable indications of significant
federal crimes.”'*® The filter simply required that raw FISA intercepts be screened so that only
the information which might be relevant to criminal activity was passed on to prosecutors.141
The Criminal Division of the Justice Department was explicitly permitted to “give guidance to
the FBI aimed at preserving the option of criminal prosecution,” ** but the filter ensured that the
decision on when to share information obtained with counterintelligence methods resided with
intelligence officials. Thus, law enforcement could not use the intelligence division to collect
information for a criminal case which it would otherwise be barred from collecting due to
insufficient evidence to support a search warrant within the criminal justice system.

Section 218 of the PATRIOT Act altered the 1978 FISA. Whereas the 1978 Act limited
FISA surveillance to use in investigations “for the purpose of” gathering foreign intelligence,'*’
section 218 expanded FISA surveillance to investigations in which the collection of foreign
intelligence is merely a “significant purpose” of the surveillance.'** Thus, as Attorney General
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Ashcroft explained in guidelines implementing the new law, FISA can now “be used primarily
for a law enforcement purpose, so long as a significant foreign intelligence purpose remains.”'*’
At the same time, the attorney general replaced existing Justice Department procedures
prohibiting “the Criminal Division’s directing or controlling the [FISA] investigation toward law
enforcement objectives”'*® with new procedures encouraging criminal prosecutors to advise FBI
intelligence officials concerning “the initiation, operation, continuation, or expansion of FISA
searches and surveillance.”'*” The filter no longer operates to prevent law enforcement officials

from using FISA orders to avoid Fourth Amendment probable cause requirements.

REQUIREMENTS FOR CRIMINAL AND INTELLIGENCE

ELECTRONIC SURVEILLANCE

TITLE 111 (CRIMINAL LAW)

FISA BEFORE PATRIOT

FISA AFTER PATRIOT

Warrant issued in ordinary
federal court

Order issued by secret FISC

Order issued by secret FISC

Probable cause of specified
crime

Probable cause that target is a
“foreign power” or an “agent’
thereof AND if U.S. person,
involved in activities which
“‘involve” or “may involve” a crime

Probable cause that target is a
“foreign power” or an “agent’
thereof AND if U.S. person,
involved in activities which
“‘involve” or “may involve” a crime

Available in criminal
investigations

Available where collection of

foreign intelligence is “the purpose”

of the investigation

Available “primarily for a law
enforcement purpose, so long as
a significant foreign intelligence
purpose remains”

Initiated and directed by law
enforcement

Initiated and directed by
intelligence. Law enforcement
prohibited from “directing or
controlling the [FISA] investigation
toward law enforcement
objectives”

Law enforcement may advise
intelligence on “the initiation,
operation, continuation, or
expansion of FISA searches and
surveillance”

Authorized for 30 days

Authorized for 1 year against
foreign powers, 90 days against
their agents

Authorized for 1 year against
foreign powers, 90 days against
their agents

Notice within 90 days of
termination

No notice unless and until
prosecution initiated; no right to
see application

No notice unless and until
prosecution initiated; no right
to see application

Targets can pursue civil
remedies for illegal wiretaps

Targets have no remedy against
illegal wiretaps

Targets have no remedy against
illegal wiretaps
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credit agencies. Passenger details will be transmitted to the commercial entity, which will return
an authentication score reflecting the accuracy of the match between the data it holds and the
data sent by TSA. CAPPS II will then generate a “numerical risk score,” setting the level of
screening to which a passenger must be subjected. The score is calculated by checking the
commercial identity information against “records obtained from other government agencies,
including intelligence information, watch lists, and other data.”

The Interim Notice states that “DHS is currently developing a robust review and appeals
process, to include the DHS privacy office.” Despite such promises, many remain concerned
both about the high likelihood of error, and the inadequate mechanisms for challenging the
system. For example, the algorithms used by credit reporting agencies to generate “credit
header” information ignore minor differences that occur in identifiers, such as incorrect digits in
a social security number, leading to the erroneous combination of information from different
individuals into one file."® Further errors may be introduced by credit bureau reliance on
information from public records that often lack unique identifiable information.'”® As the
Electronic Privacy Information Center observed in Senate testimony, “[v]ictims of mixed files
find it extremely difficult to correct this problem.”"”!

The broad category of “domestic terrorist organizations” also raises fears that those
involved in peaceful protest or other groups will continue to be identified as potential security
risks."”>  And while the Interim Notice provides that “passengers can request a copy of most
information contained about them in the system from the CAPPS II passenger advocate,” it also
states that passengers may access and contest only the data that they provided to the system.
CAPPS II would remain exempt from existing legislation that requires agencies to provide
individuals with access to government records and the opportunity to correct them.'”> Compared
to the access mechanism that would otherwise be provided for by statute, the CAPPS II proposal
offers no opportunity for judicial review of any TSA decision to deny access to particular
records.'”® Furthermore, TSA has proposed that CAPPS II be exempted from a standard Privacy
Act requirement that an agency maintain only such information about a person as is necessary to
accomplish an authorized agency purpose.'*’

Terrorism Information Awareness

The most pressing threat to liberty is a compulsory database encompassing everyone...
like the TIA that would permit real-time monitoring of our whereabouts, movements and
transactions. This is a Big Brother scenario, one of constant surveillance or harassment
of citizens unrelated to addressing terrorist threats. You can’t opt out."*’

Clyde Wayne Crews, Jr., Director of Technology Studies, Cato Institute

In 2002, the Defense Department announced the development of the Total Information
Awareness project (TTA). As envisaged by the Defense Advanced Research Projects Agency
(DARPA), TIA would deploy government software to search a broad range of domestic and
foreign, public and private commercial databases, “searching for patterns that are related to
predicted terrorist activities.”'”” TIA was intended to enable the government to search personal
data, including: religious and political contributions; driving records; high school transcripts;
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book purchases; medical records; passport applications; car rentals; phone, e-mail, and internet
search logs. These searches would not be confined to information regarding individuals with
links to terrorist organizations, would not require prior judicial approval, and would not be
subject to legal challenge by those whose data are searched.

The development of TIA began without public notice, a
single congressional hearing, or a plan for oversight and
accountability mechanisms. As the controversy surrounding TIA
grew, information about the program started to disappear from
the official TIA website.'”® Biographical information about the
TIA development team appeared and then was removed from
DARPA’s Information Awareness Office website in November
2002; the TIA logo, a globe topped by an all-seeing eye on a
pyramid with the slogan, “Knowledge is Power,” was removed
from the site; diagrams describing how TIA was to operate have
been replaced by less detailed versions. In April 2003, DARPA
renamed the project Terrorism Information Awareness, and in August the program’s
controversial director Admiral John Poindexter resigned from his position, after his promotion of
a project for predicting terrorist attacks with an online futures market.'” Although DARPA’s
original information to contractors stated that “the amounts of data that will need to be stored and
accessed will be unprecedented, measured in petabytes,”**” DARPA later told Congress that “the
TIA program is not attempting to create or access a centralized database that will store
information gathered from various publicly or privately held databases... TIA would leave the
underlying data where it is.”*'

Members of Congress and non-governmental organizations from across the political
spectrum expressed grave concerns about the privacy implications of the program,?* and also its
efficacy and cost. DARPA itself acknowledged that “TIA may raise significant and novel
privacy and civil liberties policy issues.””” The Association for Computing Machinery’s U.S.
Public Policy Committee (USACM), representing 70,000 information technology professionals,
expressed “significant doubts” that TIA could achieve its stated goal of prevention. Instead,
according to USACM, TIA “would provide new targets for exploitation and attack by malicious
computer users, criminals, and terrorists,” “increase the risk of identity theft,” and provide new
opportunities for “harassment or blackmail by individuals who have inappropriately obtained
access to an individual’s information.”*** DARPA’s promise to “develop algorithms that prevent
unauthorized access... and provide an immutable audit capability so investigators and analysts
cannot misuse private data without being identified as the culprits,”*"” is unlikely to allay expert
fears, since both prevention of unauthorized access and creation of audit trails are challenging
research problems in themselves. Indeed, “it is unlikely that sufficiently robust databases of the
required size and complexity, whether centralized or distributed, can be constructed, financed,
and effectively employed in a secure environment, even with significant research advances.”**®

Intelligence officials have also expressed doubts about TIA’s effectiveness. Maureen
Baginski, FBI executive assistant director for intelligence, and Alan Wade, CIA chief
information officer, described the project as “unbounded” and said that “[t]he scope may be too
big.”**” USACM has said that even an optimistic estimate of likely “false positives. .. incorrectly
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labeling someone as a potential terrorist” could result in “as many as 3 million citizens being
wrongly identified each year.”®® The experience with errors in airline watchlists, detailed
above, lends weight to USACM’s fears. Nonetheless, DARPA has disclaimed responsibility for
inaccuracies in the commercial databases on which TIA would rely. It said that “TIA... [is]
simply a tool for more efficiently inquiring about data in the hands of others.... [Cloncerns...
about the quality and accuracy of databases that are in private hands... would exist regardless of

the method chosen to query these databases and, thus, do not present a concern specific to
TIA.3,209

To its credit, Congress has taken public concern, expert warnings, and the deficiencies of
DARPA’s report seriously, and has begun to move to rein in TIA. On July 14, 2003, the Senate
adopted a provision eliminating funding for TIA research and development, and requiring
specific congressional authorization for the deployment, implementation, or interdepartmental
transfer of any component of the TIA program.”'® The House also adopted a provision requiring
congressional authorization for TIA activities affecting U.S. citizens, but it did not cut off
funding.”!' The White House has announced its disapproval of these moves, “urg[ing] the
Senate to remove the provision.”*'> Despite the assertion of congressional oversight, TIA is still
very much part of the executive’s efforts.

Terrorist Threat Integration Center (TTIC)

Although Congress has taken steps to prevent deployment of TIA without congressional
authorization, a new initiative with a much lower profile, the Terrorist Threat Integration Center
(TTIC), has the potential to achieve the same invasions of privacy without transgressing those
new legislative restrictions. The TTIC initiative was announced by the White House on January
28, 2003, and has been described as “a multi-agency joint venture that integrates and analyzes
terrorist-threat related information, collected domestically or abroad, and disseminates
information and analysis to appropriate recipients.”*'> TTIC’s mission is to “serve as the central
hub to provide and receive [counterterrorism] information.”*'* In order to achieve this goal,
TTIC has the extraordinary power to task elements of all the federal intelligence and security
agencies (including DHS, FBI, CIA, and the Defense Department) with the collection of
information for analysis by TTIC.*'> As TTIC’s director has stated:

[Alnalysts assigned from the other TTIC partner organizations [Justice
Department, FBI, DHS, Defense Department, State Department, and CIA] have
exceptionally broad access to intelligence. Within TTIC, there is desktop access
to all partner agency networks... result[ing] in unprecedented sharing of
information... critical to... federal, state, local, and law enforcement entities.”'®

Thus far, the executive has provided few details about the type of information that TTIC
will task, receive, and analyze. This worries privacy advocates such as Lee Tien of the Electronic
Frontier Foundation, who fears that TTIC may be an attempt to “duck all those [TIA-related]
questions and go ahead with programs that don’t have any connection to Poindexter and get
away from the swamp that TIA is in.”*'" Indeed, TTIC Director John Brennan has expressed
enthusiasm for the TIA program and confidence in its privacy protections.”'® According to Mr.
Brennan, discussions are already underway between TTIC and DARPA about making parts of
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the TIA program work for TTIC.*" Tien’s concerns are shared by David Sobel, general counsel
of the Electronic Privacy Information Center, who observed that TTIC is “potentially a huge
repository of information concerning American citizens.... There’s nothing in what has been
made publicly available that would contain a limitation on such collection.”®® TTIC will
“[h]ave unfettered access to all intelligence information — from raw reports to finished analytic
assessments — available to the U.S. government,””' and will “be able to reach back to its
participating parent agencies’ base resources as necessary to meet its extraordinary
requirements.”** This means that TTIC will “integrate information from the federal, state and
local level as well as the private sector.”**

TTIC raises further privacy concerns because it has been placed under the control of the
Director of Central Intelligence (DCI).*** The DCI serves as the head of CIA and of the
aggregate U.S. intelligence services. Although TTIC is not part of CIA,** placing TTIC, and its
ability to command collection of information by other agencies, under the control of the DCI
may make available to CIA the “police, subpoena, or law enforcement powers or internal
security functions” that are statutorily forbidden to it under the National Security Act.*® Further,
while TTIC is under the control of the DCI rather than DHS, its authority will not be subject to
the crucial oversight provisions of the Homeland Security Act of 2002. The Homeland Security
Act assigned the task of coordinating and analyzing terrorism-threat information to DHS,*’
which is subject to numerous statutory oversight procedures not applicable to TTIC. If TTIC
were housed within DHS, TTIC’s authority would be limited by DHS’ statutory charter, and
TTIC’s power would be constrained by congressional budgetary control, as well as by DHS’
civil rights and privacy officers.””® As structured, TTIC is subject to no such restraints. TTIC, in
short, seems to assume duties that Congress explicitly allotted to DHS, without adopting the
oversight controls that Congress provided for DHS.

RECOMMENDATIONS

1. Congress should repeal section 215 of the PATRIOT Act to restore safeguards against
abuse of the seizure of business records, including records from libraries, bookstores, and
educational institutions, where the danger of chilling free expression is greatest.
Congress should also amend section 505 of the PATRIOT Act to require the FBI to
obtain judicial authorization before it may obtain information from telephone companies,
internet service providers, or credit reporting agencies.

2. Congress should review changes to FBI guidelines that relax restrictions on surveillance
of domestic religious and political organizations to ensure that there are adequate checks
on executive authority in the domestic surveillance arena. The guidelines should be
specifically amended to better protect against the use of counterterrorism surveillance
tools for purely criminal investigations.

3. Congress should delay implementation of the Computer-Assisted Passenger Pre-
Screening System II pending an independent expert assessment of the system’s
feasibility, potential impact on personal privacy, and mechanisms for error correction.
Separately, Congress should immediately eliminate all funding for “Total [or Terrorism]
Information Awareness” research and development.
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4. The Terrorist Threat Integration Center should be housed within DHS where it may be
subject to oversight by departmental and congressional officials — who can investigate
possible abuses of civil rights and civil liberties.

5. Congress should establish a senior position responsible for civil rights and civil liberties
matters within the DHS Office of the Inspector General. This position would report
directly to the Inspector General, and be charged with coordinating and investigating civil
rights and civil liberties matters in DHS.
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